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The Business Case for 
Data Governance 
 

Data governance is one of the biggest 
initiatives in IT today. It encompasses 
the people, processes, and procedures to 
create a consistent, enterprise-wide view 
of a company's data in order to: 

¥ Increase consistency in 
entitlement decision making  

¥ Decrease the risk of data misuse 
¥ Improve data security  

Data governance, and the business case 
for it is clearÐ if you can ensure that the 
right people have access to only the data 
that they need to perform their jobs, 
you will automatically improve security, 
reduce risk, and take a significant step 
toward least privilege access 
compliance. 
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Data Governance 

The issues in br inging data governance into the enterprise, however, come in the 

steps one takes to do so because there is a fundamental mismatch between the 

access controls that business owners assume are possible and those t hat can 

actual l y be establ i shed and enforced in the IT wor ld. Business owners, for 

example, may consider thei r data assets to be protected as i f t hey were 

physical , much l i ke assets stored in a bank vaul t. These assets are the hear t of 

t he bankÕs business, and certainly not every employee would have access to 

t hem. Only those indiv iduals w hose jobs required access to the vaul t would 

have t he abi l i ty to get there, and such r ights might become more granular as 

t he vaul t w as further d iv ided into safe deposi t boxes, customer deposi ts, 

monetary reserves, and so on. Addi t ional l y , i f  indiv iduals moved to branch 

of f ices, t hei r abi l i ty to access the vaul t or any sect ion of i t in the main bank 

would automat ical l y be terminated. 

W hen you transl ate t h is simple example into IT terms, t hough, t he analogy 

f al l s apart . One of the basic reasons is that most IT processes are or iented 

around prov id ing employee access to resources, not rest r ict ing i t .  A f ter al l , i f 

employees donÕt have access to the resources that t hey need, they cannot do 

t hei r jobs. As wel l , w h i le solut ions such as Ident i ty and Access M anagement 

may help w i t h prov isioning, i t is ul t imatel y t he business ownersÕ 

responsibi l i ty to not i fy IT of changes to ent i t lement, and there is no real process 

in p l ace in most enterpr ises to enable t hat act ion. This si tuat ion is made st i l l  

more complex as employees enter and leave t he enterpr ise, change roles or 

projects, and most important l y , by t he astounding rate at w h ich data volumes 

and access needs are grow ing. St i l l  more complex are the problems faced w hen 

one considers unstructured data. Unstructured data is that w h ich is outside of a 

database.  Fi les stored in f i le shares are unstructured data, and such data in 

most cases is protected much more loosely t han data stored in structured format . 

The problem is compounded by the f act t hat some of the structured data, 

t hought to be protected, f inds i ts way to the f i le system and is shared w i t hout 

t he level of securi ty expected by the data owner. 

To get an idea of the scope of amount of unstructured data one merely has to 

consider a 2003 DM Rev iew M agazine in w hich Merr i l l  Lynch est imates that 

ÒÉ that more than 85 percent of al l  business informat i on exists as unstructured 

data Ò      http:/ / www.dmreview.com/ art icle_sub.cfm?articleID= 6287 
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Why TodayÕs Solutions Fall Short 

V i r tual l y al l  at tempts to tack le data governance problems have resul ted in 

only par t i al  success because the proposed solut ions are fundamental l y stat ic, 

w hi l e t he problem changes al l  t he t ime. A t best, t hese techniques resul t, in a 

ser ies of ÒsnapshotsÓ that try to capture the inherent l y dynamic nature of 

enterpr ise business owners, users, groups, and data. A real solut ion requires a 

dynamic method of enabl ing the fol low ing act ions: 

!  Examining the permissions of users and groups to data 

!  Determining accuracy by tracing how permissions were granted 

!  V isual izing user/ group permissions to folders 

!  Rev iew ing user/ group act ions on data 

!  Recommending enti t l ement changes 

!  Determining business impact by test ing permission changes pr ior to 
enactment 

Varonis DatAdvantage offers a revolut ionary way to accompl ish t hese key 

data governance tasks. W i t h DatAdvantage, enterpr i ses can instant ly see 

exist ing permissions by user/ group or by folder, exped i te IT operat ions and 

helpdesk response to ent i t lement requests and changes, ident i fy t he actual 

business owners of data, and great l y improve audi t and forensic capabi l i t i es. 

DatAdvantage is based on VaronisÕ patent-pending Intel l igent Data Use (IDU) 

anal y t ics engine w hich aggregates user, data and access event informat ion in a 

comparat i ve matr ix and appl ies algor i t hms that determine the groupings of 

users and data t hat belong together based on business need. The engine computes 

t he rel at ionships to show exact l y w ho has appropr i ate group membersh ip and 

w ho does not. This simple and elegant premise, w h ich  is executed by very 

complex stat i st ical  model ing, is w hol l y unique to Varonis and forms the core of 

t he companyÕs comprehensive pl at form for data governance. 

In th is paper, we w i l l  compare the act ions that IT must take to complete 

typ ical data governance rel ated tasks w i t hout Varonis and contrast t he ef for t 

needed w hen compared to using DatAdvantage. M any of t hese tasks are par t of 

t he dai l y work of IT, helpdesk, securi ty , and Act ive D i rectory management 

staf f . We w i l l  anal yze 

!  Rev iew ing Data Permissions 

!  Rev iew ing User/ Group Permissions 

!  Prov id ing Audi t Data 
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!  Changing Access Permissions 

!  Ident i fy ing Data Owners 

Use Cases  

Reviewing Data Permissions 

The task of rev iew ing data permissions is common during dai l y IT operat ions, 

such as the creat ion or modi f icat ion of subdirector ies and regular securi ty 

audi ts. In most cases, an even cursory examinat ion w i l l  show that Act i ve 

D i rectory (AD) contains users w i t h permissions in the Access Control L ists 

(ACLs) t hat donÕt match t hei r business requirements. The task of rev iew ing and 

cleaning up these permissions is very inef f icient and t i me-consuming using 

standard tools and is made even more di f f icul t w hen there is a group hierarchy 

w i t h in AD. Typ ical steps required to rev iew set permissions on a dict ionary 

include: 

1. Browse to the di rectory 

2. Go to the propert ies screen 

3. Check w hether the d irectory inher i ts the permissions from a parent 

d irectory , w h ich can be up to several levels above mak ing i t very 

d i f f icul t to trace t he source of the inher i t ance 

4. Rev iew the l i st of users and groups current ly in the ACL 

5. Open the Act i ve D irectory Users and Computers M icrosof t M anagement 

Console (MMC),for each group to ident i fy w ho the members of the 

group are 

6. Dr i l l  down to get to the actual user l ist i f t here is a group hierarchy. 

Th is may require rev iew ing add i t ional groups.  

7. Repeat t h is process for each subdirectory , since some may not inher i t 

t he permissions of the parent d i rectory and may have a d i f ferent 

Access Control L ist , w i t h d i f ferent groups and group memberships. 

The ef for t needed to accompl ish t h is task is dependent upon the size of the 

company and i ts d i rectory structure, and there is no direct correl at ion between 

number of d irector ies that must be anal yzed and the number of users, size of the 

company, or other concrete metr ics. To get a sense of general scope, a typ ical 

enterpr ise w i l l  have tens or even hundreds of thousands of d irector ies on each 

f i l e server , w h i le l arge f i le servers can contain a mi l l i on or more director ies 

each.  
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I t can take hours or even days to come up w i t h an accurate l i st of the users w ho 

have access to a single directory h ierarchy and the process must be repeated for 

every di rectory . Given the ever changing nature of user roles, new user 

add i t ions, and grow ing data, by the t ime th is informat ion is gathered, i t is 

almost guaranteed to be outdated. 

Reviewing Data Permissions with Varonis  

Using DatAdvantage, the current permissions set for a d irectory is v isible by 

simply cl ick ing on the D i rector ies Pane in the Work A rea. One cl ick w i l l  show 

you al l  t he groups who can access the data, including the h ierarchy of the 

groups and the members w i t h in t hem, color-coded by thei r permissions. You can 

also see w hich permissions were inher i ted instead of speci f ical l y granted for 

some purpose, and you can easi l y track the source of t he permissions w i t h in 

seconds. Or, i f  you prefer , you can simply choose to run a d i rectory permission 

report, w h ich w i l l  prov ide t he same informat ion. Th i s report can be set up as a 

subscr ipt ion, or can be exported and sent to data owners and audi tors. 

Reviewing User and Group Permissions 

Rev iew ing permissions by users or groups is also a very common access control 

t ask. Th is task is required w hen any change in permissions is requested or 

needed, and is usual l y per formed by helpdesk or other  operat ions personnel . 

Because th is si tuat ion depends upon human input not per formed by a ded icated 

resource, i t contains many opportuni t ies for smal l  errors that can propagate 

t hroughout t he ent ire enterpr ise. By simply extending defaul t permissions 

w i t hout being aw are of t he access r ights these permissions enable, for example, 

a simple act ion can have resounding consequences. Yet , i t would be v ir tual l y 

impossible for the helpdesk or operat ions staf f to obtain t he informat ion 

required to make a know ledgeable decision about indiv idual permissions, 

because that data is not read i l y avai l able to them. 

As descr ibed above in the data permissions use case, understanding the 

rel at ionship between users and groups is not a tr i v i al  task, especi al l y given the 

h i erarchical nature of Act ive D irectory . A user may be granted permissions to 

data based on group membership at any level of the hierarchy, mak ing i t 

necessary to spend a signi f icant amount of t ime mappi ng al l  t he groups to w hich 

a single user belongs. I f th is task is mul t ip l i ed by the number of users in the 

ent i re enterpr ise t he scope of the problem quick ly becomes overw helming. 

The fol low ing steps are required to ident i fy al l  t he groups that a user belongs 

to:  
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1. Open the Act i ve D irectory and Groups Computers M icrosof t 

M anagement Console (MMC) 

2. Find the user 

3. Select propert ies and rev iew the l i st of groups in the ÒMember ofÓ tab 

4. Repeat t he process above for each group to f ind out i f i t is par t of a 

h i erarchy. 

Once that task is accompl ished, the rev iewer now needs to ident i fy al l  of the 

director ies on every share or every f i le server that t he user can access, based on 

t he group membership informat ion that has just been gathered. As descr ibed 

above, there is no way to accompl ish t h is manual l y wi t hout spending a great 

deal of t ime compar ing the Access Control L ist on each directory w i t h t he l i st 

of groups to w hich t he use belongs. One possible al ternat i ve is to wr i te a scr ipt 

or appl icat ion to scan the f i le systems and perform the compar ison, w hich 

requires a sizable t ime investment in coding and maintenance. Even w i t h such a 

scr ipt per fected and in p l ace, however, the process w i l l  st i l l  need to be 

repeated for every user at regular intervals or, every t ime permissions change. 

Reviewing User and Group Permissions with Varonis  

Just as in rev iew ing data permissions, correl at ing Act i ve D i rectory users and 

groups w i t h t he d i rector ies t hat t hey can access is a mat ter of one mouse cl ick . 

The informat ion can be presented very easi l y , w hether you begin w i t h users and 

groups and dr i l l  down to indiv idual permissions or star t w i t h d i rector ies. Th is 

makes i t very easy to get a comprehensive picture of exact l y w ho has access to 

w hat , and to how those permissions were granted. To simp l i f y t he process even 

fur ther , by cl ick ing on the user, you can see at a gl ance al l  of the groups   to 

w hich he/ she belongs, w i t hout hav ing to sort t hrough AD hierarch ies. As 

wel l , report and log tabs can gather th is informat ion for you and present i t in a 

var iety of graph ical formats. 

Providing Audit Data 

Especi al l y in the current env i ronment of regulatory compl i ance, IT is required to 

prov ide a weal t h of data to be used as par t of audi ts. Some examples may 

include: 

Type of Data Required Type of Audit 
Access permissions on folders, particularly 
those containing sensitive information, such as 
Finance, HR, or Legal 

Sarbanes-Oxley, HIPPA, Gramm-Leach-Bliley, 
Data Protections Act, and many other state- or 
industry-specific regulations 

Access data for specific files or folders Internal protections of Intellectual Property 
Data Integrity information Operational and general security purposes 
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Historical records of data access Forensics 

Prov id ing the informat ion required for an industry or internal audi t can involve 

a combinat ion of al l  of the steps del ineated in the rev iew processes above. As 

we have seen, such act ions can prove di f f icul t or even impossible to   

accompl ish. Th is is especi al l y true in the case of forensic audi ts, because the 

ind iv idual has a vested interest in not being detected. In si tuat ions such as 

t hese, the t imel iness of the informat ion is paramount, but is not feasible w i t h 

current methods.  

The si tuat ion is made st i l l  more complex by an of ten misused group in Act i ve 

D i rectory i tsel f Ð: t he ÒEveryoneÓ group. This group type al lows unrestr icted 

connect ions to the server . M icrosof t i tsel f w arns that use of the ÒeveryoneÓ 

group can pose a ser ious threat to the organizat ion i f not used correct ly , and 

adv ises that rather than al low ing th is defaul t group to be used in your access 

control l ists, i t should be removed and each speci f ied user expl ici t l y added. 

Th is adv ice is of ten over looked in todayÕs busy IT env i ronment, however, 

resul t ing in a Òr ipp le ef fectÓ of incorrect and somet imes dangerous access 

permissions being deployed as par t of user setup.   

Use of the ÒEveryoneÓ group can cause a myr i ad of problems, many of w hich 

show up as par t of any audi t . I f access to a di rectory is prov ided as par t of t he 

ÒEveryoneÓ group, IT is reduced to examining log data on network traf f ic by IP 

address, or to interv iew ing users to determine w hich users were even aw are 

t hat t hey had such permissions. Even in cases w here W indows audi t ing was 

enabled, coming to a any sort of concrete conclusions requires digging through a 

mountain of log data. (I t is worth not ing here, that Varonis can show detai l ed 

folder access, even for those folders open to ÒeveryoneÓ and w i t hout turning on 

W indows Server audi t ing funct ions.) 

St i l l  another audi t rel ated issue is forensics. I f data is deleted, i t may require a 

fu l l  audi t to determine w ho could even access the data, let alone w ho deleted 

i t .  

Providing Audit Data With Varonis  

Not only does Varonis DatAdvantage make i t easy to generate audi t data, such 

data is actual l y prov ided for you as a standard par t of t he product. Logs and 

reports include: 

Logging 

!  Detai l ed Access Summary Ð Displ ays a detai led log of dai l y events. 
!  Sensi t i ve Detai led Access Summary Ð Disp l ays a detai l ed log of 

at tempts to access f i les that are speci al l y moni tored by DatAdvantage  
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Stat ist ics 

!  D i rectory Access Stat ist ics  
!  User Access Stat ist ics  
!  Tact ical  Access Stat ist ics. 
!  Sensi t i ve Fi les Access Stat ist ics  
!  Total  Fi l es Accessed  

Act ive Di rectory Group Membership 

!  Group Members  
!  User or Group Parents  

Fi le System Permissions (ACLs) 

!  Resource Permissions for User or Group  
!  User or Group Permissions on Directory  
!  Sensi t i ve Fi les Permissions  
!  Global Access Analysis  

Anal ysis Engine and Edi t ing 

!  Summary of Changes for a d irectory 
!  Summary of Changes for User or Group  
!  Access Denied Errors  

A ler ts 

!  A ler ts Detai l ed Report Ð Displ ays al l  aler ts from the selected day. 

A rchi ve 

!  Inact i ve Users 
!  Inact i ve D irector ies  

The abi l i ty to generate access act i v i ty reports, by ei t her user or data, becomes 

v i t al l y important in the case of forensics. User access to or removal of data can 

of ten be stopped i f t he enterpr ise is aw are of t he act i v i ty w h i le i t is going on. I t 

i s also easy to determine w ho deleted a f i le by just examining an act i v i ty 

report. 

Changing Access Permissions 

Due to the h ierarch ical nature of Act i ve D irectory , changing user and group 

permissions is one of the most potent i al l y d i f f icul t tasks that IT can face. 

W h i l e ADÕs feature of inher i ted and nested permissions are a signi f icant 

benef i t in prov isioning, they can easi l y make data governance very di f f icul t . A  

seemingly minor addi t ion of permissions can resul t in sensi t i ve data being 

exposed to the ent i re organizat ion. 

Inadver tent l y exposing data to users and groups that do not require i t cer tain ly 

raises r isk of misuse but block ing warranted access has huge immedi ate impact 

in terms of lost product iv i ty . Few th ings w i l l  create as much havoc as lock ing a 

group of users out of mission-cr i t ical  data; yet , t he h ierarch ical nature of AD 

makes i t a very easy t h ing to do inadvertent ly . M any IT depar tments simply 
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choose to stay on the safe side, and seldom reduce access permissions unless 

absolutely required to do so. I tÕs an easy decision to understand, w hen one 

examines the steps required to reduce user/ group permissions safel y .  

L ike audi t ing, reducing access permissions requires performing al l  of the tasks 

outl ined above, then tak ing them further . In addi t ion to determining the 

current permission set, w h ich involves correl at ing users and groups to 

d irector ies, IT also has to determine w hat t he correct permissions are. To do 

t hat , IT must ei t her know the contents of t he di rector i es themselves or must 

have a w ay to involve the data owners in the process.  

Each of the indiv idual act ions required to safel y and correct l y reduce access 

permissions are onerous tasks using avai l able tools, i f t hey are possible at al l . 

Combining the tasks over l arge f i le shares quick ly becomes extremely t ime -

consuming and inef f icient to the point of being useless in todayÕs dynamic 

enterpr ise. A f ter al l , w hat good is i t to establ i sh w ho should access data i f t he 

users have changed in the t ime required to complete the anal ysis? W hat is the 

use of examining data use i f t he data i tsel f has al ready disappeared? W hy 

t ake act ions i f t hey are obsolete before they are completed? 

The ÒEveryoneÓ group rounds out the al ready bleak pi cture of user/ group 

permissions changes. V i r tual l y t he only th ing that t h e enterpr ise can do to 

reduce the problems caused by misuse of the ÒEveryoneÓ group is to remove i t 

completely and f ield the resul t ing compl aints. Not onl y is th is process 

inef f icient, i t is extraordinar i l y cost ly w hen the pr ice of lost product iv i ty is 

combined w i t h helpdesk over load and manual corrections. Because most users 

donÕt access al l  t he data t hat t hey need every day, t he process can go on for 

months, ef fect i vel y slow ing the enterpr ise to a hal t . As wel l , there is no way to 

ensure that t he new permissions being granted are any more appropr i ate than 

t hose that have just been taken aw ay . 

Changing Access Permissions with Varonis  

Because Varonis prov ides you w i t h a real - t ime v iew of permissions by user, by 

group and/ or by directory , changing permissions is rel at i vel y simple. But 

DatAdvantage uses the informat ion of users and data access to take the value a 

step further w i t h act ionable recommendat ions. Using i ts foundat ion IDU 

technology, DatAdvantage can show you not only w ho can access data, but also 

w ho is actual l y doing so. Then, by correl at ing typ ical user a group act i v i t i es, 

DatAdvantage can point out users w hose behav ior in not inl ine w i t h others in 

t he group, and disp l ay t hat informat ion in the Recommended Users and Groups 
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pane of t he Work Area. IT can act on those recommendat ions or simply note 

t hem. Access permission rev iew and modi f icat ion becomes a mat ter of minutes.  

Should IT w ish to act on a permissions change, however, i tÕs not necessary to 

t ake t he act ion then wai t for user response. By simply cl ick ing on a user, a 

group, or a d irectory , and then changing user permissions in the Recommended 

Users and Groups pane in the Control W indow, you can see at a gl ance w hat 

w i l l  happen before i t does.  In other words, Varonis can show you the impact of 

t he changes in a sanbox.  Once ver i f ied, you can then use the DatAdvantage 

Òcommi tÓ funct ion to push the changes in the l i ve env i ronment. 

Identifying Data Owners   

Th is is another common task for IT, w hen data must be moved or arch i ved, and 

w hen access permissions need to be modi f ied. Using current methods, i t is very 

d i f f icul t to ident i fy t he business owners of unstructured data w i t hout a 

signi f icant amount of ef for t. One way is to rev iew the Access Control L ist (ACL) 

and then contact every user l i sted. A l ternat i vel y , IT could examine the contents 

of t he f i l es w i t h in a di rectory and try to guess w ho the owner might be. Not 

only are these procedures extremely t ime- consuming and an inef f icient use of IT 

t ime, they can pose a securi ty r isk at t he least and v iol ate regulatory 

compl i ance at t he most. 

Identifying Data Owners with Varonis  

W h i l e DatAdvantage w i l l  not speci f ical l y cal l  out the business owner of the 

data, t he v isibi l i ty of users and access that i t prov ides can narrow the f ield to 

a few l i kely users in just a few cl icks. By rev iew ing actual usage, accessing 

informat ion to a di rectory , and correl at ing that pat tern w i t h business roles, the 

business owner general l y becomes obvious. The most act i ve user is usual l y ei t her 

t he data owner themselves, or can read i l y ident i fy who is. The ent ire process of 

reach ing a l i kel y owner candidate takes a few minutes, a rev iew of 

informat ion, and possibly one or two phone cal l s/  

 

Summary 

In todayÕs enterpr ise, the data is the business. As IT processes have grown up 

around the data, t hough, many fai l  to take into account the dynamic nature of 

t hat data, w hich is compounded by the ever-changing user base w ho need to 

access i t . Data governance is inherent l y d i f f icul t to ensure because todayÕs 
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methods use t ime-consuming, inef f icient methods to reach stat ic conclusions 

t hat are outdated almost before they are reached. 

Varonis DatAdvantage prov ides an innovat i ve new way to tack le data 

governance, by correl at ing Act ive Di rectory users and groups w i t h t he f i le 

systems and folders that t hey access. Informat ion can be prov ided by examining 

t he userÕs side of t he equat ion to determine w hat groups they are par t of , w hat 

permissions they have, and how they got them, or w hat d irector ies the users 

and groups are accessing This informat ion is then combined using the Varonis 

Intel l igent Data Use analy t ics engine, to prov ide recommendat ions on who 

should be al lowed to access data, w hi l e a weal t h of stat i st ical  informat ion 

makes rev iews simple and enables IT to take Ð and keep - control of data 

governance. 


