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The Business Case for
Data Governance

Data governanceis one of the biggest
initiativesin IT today. It encompasses
the people, processes, and proceduresto
create a consistent, enterprise-wide view
of acompany'sdatain order to:

¥ Increase consistency in
entittement decision making

¥ Decreasetherisk of data misuse

¥ Improve data security

Data governance, and the business case
for itisdearbif you can ensure that the
right people have access to only the data
that they need to perform their jobs,
you will automatically improve security,
reduce risk, and take a significant step
toward least privilege access
compliance.



Data Governance

Theissuesin bringing data governance into the enterprise, however, comeinthe
stepsonetakesto do sobecausethere isafundamental mismatch between the
access controls that businessowners assume are possible and those that can
actually beestablished and enforced in the IT world. Businessowners, for
example, may consider their data assetsto be protected asif they were
physical, much like assets stored in abank vault. These assets are the heart of
the bank@business, and certainly not every employeewould have access to
them. Only those individualswhose jobsrequired accesstothe vault would
havethe ability toget there, and such rightsmight becomemoregranular as
thevaultwasfurther divided into safe deposit boxes, customer deposits,
monetary reserves, and soon. Additionally, if individualsmoved to branch
offices, their ability to accessthe vault or any section of it in the main bank
would automatically beterminated.

Whenyou translate thissimple example into IT terms, though, the analogy
fallsapart. Oneof the basicreasonsisthat most IT processes are oriented
around providing employee access to resources, not restrictingit. After all, if
employeesdon®have access to the resourcesthat they need, they cannot do
their jobs. Aswell, whilesolutionssuch asldentity and Access M anagement
may help with provisioning, it isultimately the businessownersO
responsibility tonotify IT of changesto entitlement, and there isnoreal process
in place in most enterprisesto enablethat action. Thissituation ismade still
more complex as employees enter and leave the enterprise, changerolesor
projects, and most importantly, by the astounding rate at which data volumes
and accessneedsare growing. Still morecomplex arethe problemsfaced when
one considersunstructured data. Unstructured data isthat which isoutside of a
database. Filesstored in file shares areunstructured data, and such data in
most cases is protected much more loosely than data stored in structured format.
The problem iscompounded by the fact that some of the structured data,
thought to be protected, findsitsway to the file system and isshared without
the level of security expected by the data owner.

Toget an idea of the scope of amount of unstructured data onemerely hasto
consider a 2003 DM Review Magazineinwhich Merrill Lynch estimatesthat
CE that more than 85 percent of all business information exists asunstructured
dataO http://www.dmreview.com/ article_sub.cfm?articlelD=6287
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Why Today@®@ Solutions Fall Short

Virtually all attemptsto tackle data governance problems haveresulted in
only partial successhecause the proposed solutions are fundamentally static,
whiletheproblem changesall the time. At best, these techniquesresult, in a
seriesof GnapshotsOthat try to capture the inherently dynamicnature of
enterprise businessowners, users, groups, and data. A real solution requires a
dynamicmethod of enabling the following actions:

I Examining the permissionsof users and groupsto data

! Determining accuracy by tracing how permissionswere granted
! Visualizinguser/ group permissionsto folders

I Reviewinguser/ group actionson data

I Recommending entitlement changes

I Determining businessimpact by testing permission changesprior to
enactment

VaronisDatAdvantageoffers arevolutionary way to accomplish these key
data governancetasks. With DatAdvantage, enterprisescan instantly see
existing permissionshby user/ group or by folder, expedite IT operations and
helpdesk response to entitlement requests and changes, identify the actual
businessownersof data, and greatly improve audit and forensic capabilities.
DatAdvantage isbased on Varonis(patent-pending Intelligent Data Use (IDU)
analyticsenginewhich aggregatesuser, data and accessevent informationin a
comparativematrix and applies algorithmsthat determine the groupings of
usersand data that belong together based on businessneed. The engine computes
therelationshipsto show exactly who has appropriate group membership and
who doesnot. Thissimple and elegant premise, which isexecuted by very
complex statistical modeling, iswholly unique to Varonis and formsthe core of
the company®comprehensive platform for data governance.

Inthispaper,wewill comparethe actionsthat IT must take to complete
typical data governancerelated taskswithout Varonisand contrast the effort
needed when compared tousing DatAdvantage. Many of these tasks are part of
thedaily work of IT, helpdesk, security, and Active Directory management
staff. Wewill analyze

I Reviewing Data Permissions
I Reviewing User/ Group Permissions

! Providing Audit Data
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I Changing Access Permissions

I ldentifying Data Owners

Use Cases

Reviewing Data Permissions

Thetask of reviewing data permissionsiscommon during daily IT operations,
such asthe creation or modification of subdirectories and regular security
audits. In most cases, an even cursory examination will show that Active
Directory (AD) containsuserswith permissionsin the AccessControl Lists
(ACLs) that don®@match their businessrequirements. The task of reviewing and
cleaningup these permissionsisvery inefficient and time-consuming using
standard toolsand ismade even moredifficult when thereisagroup hierarchy
within AD. Typical stepsrequired toreview set permissionson adictionary
include:

Browseto thedirectory

2. Gotothepropertiesscreen
Check whether thedirectory inheritsthe permissionsfrom a parent
directory, which canbeup to several levels above making it very
difficult totrace the sourceof the inheritance

4. Review the list of usersand groupsaurrently inthe ACL

5. OpentheActive Directory Users and Computers Microsoft Management
Console (MM C),for each group to identify who the membersof the
group are

6. Drill downtogettothe actual user list if thereisagroup hierarchy.
Thismay requirereviewing additional groups.

7. Repeat thisprocessfor each subdirectory, since somemay not inherit
the permissionsof the parent directory and may have adifferent
AccessControl List, with different groups and group memberships.

The effort needed to accomplish thistask isdependent uponthesize of the
company and itsdirectory structure, and there isnodirect correlation between
number of directoriesthat must be analyzed and the number of users, size of the
company, or other concrete metrics. Toget a sense of general scope, atypical
enterprisewill have tensor even hundredsof thousandsof directorieson each
fileserver,whilelargefileserverscan contain amillionor moredirectories
each.
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It can take hoursor even daysto comeup with an accurate list of theuserswho
have accessto asingledirectory hierarchy and the processmust be repeated for
every directory. Given the ever changing nature of user roles, new user
additions, and growing data, by thetimethisinformation isgathered, it is

almost guaranteed to beoutdated.

Reviewing Data Permissions with Varonis

Using DatAdvantage, the current permissionsset for adirectory isvisible by
simply clickingonthe DirectoriesPanein the Work Area. Oneclick will show
you all the groupswho can accessthe data, including the hierarchy of the
groups and thememberswithin them, color-coded by their permissions. You can
also seewhich permissionswere inherited instead of specifically granted for
some purpose, and you can easily track the source of the permissionswithin
seconds. Or, if you prefer, you can simply choose to runadirectory permission
report, which will provide the same information. Thisreport can beset up asa
subscription, or can be exported and sent to data owners and auditors.

Reviewing User and Group Permissions

Reviewing permissionsby usersor groupsis also a very common access control
task. Thistask isrequired when any change in permissionsisrequested or
needed, and isusually performed by helpdesk or other operations personnel.
Because thissituation dependsupon human input not performed by a dedicated
resource, it containsmany opportunities for small errorsthat can propagate
throughout the entire enterprise. By simply extending default permissions
without being aw are of the accessrights these permissionsenable, for example,
asimple action can have resounding consequences. Yet, it would bevirtually
impossible for the helpdesk or operationsstaff to obtain the information
required to make a knowledgeable decision about individual permissions,

becausethat data isnot readily available to them.

Asdescribed abovein the data permissionsuse case, understanding the
relationship between users and groupsisnot atrivial task, especially given the
hierarchical natureof Active Directory. A user may be granted permissionsto
data based on group membership at any level of the hierarchy, makingit
necessary to spend a significant amount of time mapping all the groupstowhich
asingleuser belongs. If thistask ismultiplied by the number of usersin the
entire enterprise the scope of the problem quickly becomesoverw helming.

Thefollowing stepsarerequired to identify all the groupsthat a user belongs
to:
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1. OpentheActive Directory and Groups Computers Microsoft
M anagement Console (MM C)
2. Find theuser
Select properties and review the list of groupsin the M ember of Otab
4. Repeat the processabove for each group to find out if it ispart of a
hierarchy.

Oncethat task isaccomplished, thereviewer now needsto identify all of the
directorieson every shareor every file server that theuser can access, based on
the group membership information that hasjust beengathered. Asdescribed
above, thereisnoway to accomplish thismanually without spending agreat
deal of time comparing the Access Control List on each directory with the list
of groupstowhich theusebelongs. Onepossible alternativeistowrite ascript
or application to scan the file systemsand perform the comparison, which
requires asizable time investment in coding and maintenance. Even with such a
script perfected and in place, however, the processwill still need to be
repeated for every user at regular intervalsor, every time permissionschange.

Reviewing User and Group Permissions with Varonis

Jist asinreviewing data permissions, correlating Active Directory usersand
groupswith thedirectoriesthat they can accessis amatter of onemouseclick.
Theinformation can bepresented very easily, whether you begin with usersand
groupsand drill down toindividual permissionsor start with directories. This
makes it very easy to get acomprehensive picture of exactly who has accessto
what, and to how those permissionsweregranted. Tosimplify the processeven
further, by clicking onthe user, you can see at aglanceall of the groups to
which he/ shebelongs, without having to sort through AD hierarchies. As
well, report and log tabs can gather thisinformation for you and present itin a
variety of graphical formats.

Providing Audit Data

Especially inthe current environment of regulatory compliance, IT isrequired to
provide awealth of data to beused as part of audits. Some examples may

include:
Type of Data Required Type of Audit
Access permissions on folders, particularly Sarbanes-Oxley, HIPPA, Gramm-Leach-Bliley,
those containing sensitive information, such as | Data Protections Act, and many other state- or
Finance, HR, or Legal industry-specific regulations
Access data for specific files or folders Internal protections of Intellectual Property
Data Integrity information Operational and general security purposes
The Business Case for Data Governance 6
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| Historical records of data access | Forensics

Providing the information required for an industry or internal audit can involve
a combination of all of the stepsdelineated inthereview processesabove. As
we have seen, such actionscan provedifficult or even impossible to

accomplish. Thisisespecially truein the case of forensic audits, becausethe
individual has avested interest in not being detected. In situationssuch as
these, the timelinessof the information is paramount, but isnot feasiblewith
alrrent methods.

Thesituationismade still more complex by an often misused group in Active
Directory itself & the CEveryoneOgroup. Thisgroup type allowsunrestricted
connectionsto the server. Microsoft itself warnsthat use of the GeveryoneO
group can pose aseriousthreat to the organization if not used correctly, and
advisesthat rather than allowing thisdefault group to beused in your access
control lists, it should beremoved and each specified user explicitly added.
Thisadvice isoften overlooked in today®busy IT environment, however,
resulting in a Oipple effectOof incorrect and sometimes dangerous access
permissionsbeing deployed as part of user setup.

Use of the CEveryoneOgroup can cause amyriad of problems, many of which
show up aspart of any audit. If accessto adirectory isprovided aspart of the
CEveryoneOgroup, IT isreduced to examining log data on network trafficby IP
address, or to interviewingusersto determinewhich userswere even aware
that they had such permissions. Even in caseswhere Windowsauditing was
enabled, coming to a any sort of concrete conclusionsrequiresdigging through a
mountain of log data. (It isworth noting here, that Varoniscan show detailed
folder access, even for those folders open to GeveryoneOand without turning on
Windows Server auditing functions.)

Still another audit related issueisforensics. If data isdeleted, it may require a
full audit to determinewho could even accessthe data, let alonewho deleted
it.

Providing Audit Data With Varonis

Notonly doesVaronisDatAdvantage make it easy to generate audit data, such
dataisactually provided for you asastandard part of the product. Logs and
reportsinclude:

Logging
I Detailed Access Summary BDisplaysadetailed log of daily events.
I Sensitive Detailed Access Summary BDisplays adetailed log of
attemptsto accessfilesthat are specially monitored by DatAdvantage
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Statistics
I Directory Access Statistics
I User Access Statistics
I Tactical Access Statistics.
I Sensitive Files Access Statistics
I Total Files Accessed
Active Directory Group Membership
I Group Members
I User or Group Parents
File System Permissions (ACLS)
I Resource Permissionsfor User or Group
I User or Group Permissionson Directory
I Sensitive Files Permissions
I Global AccessAnalysis
Analysis Engine and Editing
I Summary of Changesfor adirectory
I Summary of Changesfor User or Group
I AccessDenied Errors
Alerts
I AlertsDetailed Report DDisplaysall alertsfrom the selected day.
Archive
I Inactive Users
I InactiveDirectories

The ability to generate access activity reports, by either user or data, becomes
vitally important in the case of forensics. User accessto or removal of data can
often bestopped if the enterpriseisaware of the activity whileit isgoingon. It
isalso easy todeterminewho deleted afileby just examining an activity

report.

Changing Access Permissions

The Business Case for Data Governance

Duetothe hierarchical natureof Active Directory, changinguser and group
permissionsisoneof the most potentially difficult tasksthat IT can face.
While AD@featureof inherited and nested permissions are a significant
benefit in provisioning, they can easily make data governancevery difficult. A
seemingly minor addition of permissionscan result in sensitive data being
exposed to the entire organization.

Inadvertently exposing data to usersand groupsthat donot require it certainly
raisesrisk of misuse but blocking warranted access has hugeimmediate impact
in termsof lost productivity. Few thingswill create as much havoc as locking a
group of usersout of mission-critical data; yet, the hierarchical natureof AD
makesit avery easy thing todoinadvertently. Many IT departmentssimply
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choose to stay on the safe side, and seldom reduce access permissionsunless
absolutely required to do so. [t@ an easy decision tounderstand, when one
examinesthe stepsrequired to reduceuser/ group permissionssafely.

Like auditing, reducing access permissionsrequires performing all of the tasks
outlined above, then taking them further. In addition to determining the
aurrent permission set, which involvescorrelating users and groupsto
directories, IT also hasto determinewhat the correct permissionsare. To do
that, IT must either know the contents of the directories themselves or must
have away toinvolvethedata ownersin the process.

Each of the individual actionsrequired to safely and correctly reduce access
permissions are oneroustasksusing available tools, if they are possible at all.
Combining the tasksover large file sharesquickly becomes extremely time -
consuming and inefficient to the point of beinguseless in today®@dynamic
enterprise. After all, what good isit to establish who should accessdata if the
users have changed in the timerequired to complete the analysis? What isthe
use of examining datauseif thedata itself hasalready disappeared? W hy
take actionsif they are obsolete before they are completed?

The CEveryoneOgroup roundsout the already bleak picture of user/ group
permissionschanges. Virtually theonly thing that the enterprise can do to
reduce the problems caused by misuse of the CEveryoneOgroup isto remove it
completely and field the resulting complaints. Not only isthisprocess
inefficient, it isextraordinarily costly when the price of lost productivity is
combined with helpdesk overload and manual corrections. Because most users
don®accessall the datathat they need every day, the processcan go on for
months, effectively slowing the enterprise to a halt. Aswell, thereisnoway to
ensurethat the new permissionsbeing granted are any more appropriate than
thosethat havejust been taken away.

Changing Access Permissions with Varonis

Because Varonisprovidesyouwith areal-time view of permissionsby user, by
group and/ or by directory, changing permissionsisrelatively simple. But
DatAdvantageusesthe information of usersand data accessto take the value a
step further with actionable recommendations. Usingitsfoundation IDU
technology, DatAdvantage can show you not only who can accessdata, but also
who isactually doing so. Then, by correlating typical user agroup activities,
DatAdvantage can point out userswhose behavior innot inlinewith othersin
thegroup, and display that information in the Recommended Users and Groups
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paneof the Work Area. IT can act on those recommendationsor simply note
them. Accesspermission review and modification becomesamatter of minutes.

Should IT wish to act on a permissionschange, however, it@not necessary to
takethe action then wait for user response. By simply clicking on auser, a
group, or adirectory, and then changinguser permissionsin the Recommended
Users and Groupspanein the Control Window, you can see at aglancewhat
will happenbeforeit does. Inother words, Varoniscan show you the impact of
thechangesin asanbox. Onceverified, you can thenusethe DatAdvantage
GommitOfunction to push the changesin the live environment.

Identifying Data Owners

Thisisanother common task for IT, when data must bemoved or archived, and
w hen accesspermissionsneed to bemodified. Using current methods, it isvery
difficult to identify the businessownersof unstructured datawithout a
significant amount of effort. Oneway istoreview the AccessControl List (ACL)
and then contact every user listed. Alternatively, IT could examine the contents
of thefileswithin adirectory and try to guesswho the owner might be. Not
only are these procedures extremely time- consuming and an inefficientuseof IT
time, they can pose a security risk at the least and viol ate regulatory
compliance at the most.

Identifying Data Owners with Varonis

WhileDatAdvantage will not specifically call out the businessowner of the
data, thevisibility of usersand accessthat it providescan narrow thefield to
afew likely usersinjust afew clicks. By reviewing actual usage, accessing
information to adirectory, and correlating that patternwith businessroles, the
business owner generally becomesobvious. Themost active user isusually either
thedataowner themselves, or canreadily identify who is. The entire process of
reaching alikely owner candidate takes a few minutes, areview of
information, and possibly oneor two phonecalls

Summary

In today@enterprise, thedata isthe business. As I T processes have grown up
around the data, though, many fail to take into account the dynamic nature of
that data, which iscompounded by the ever-changinguser base who need to
accessit. Data governance isinherently difficult to ensure because today @
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methodsuse time-consuming, inefficient methods to reach static conclusions
that are outdated almost before they arereached.

VaronisDatAdvantage providesan innovativenew way to tackledata
governance, by correlating Active Directory usersand groupswith thefile
systemsand foldersthat they access. Information can beprovided by examining
theuser@side of the equation to determinewhat groupsthey are part of, what
permissionsthey have, and how they got them, or what directoriesthe users
and groups are accessing Thisinformation isthen combined using the Varonis
Intelligent Data Use analyticsengine, to provide recommendationson who
should be allowed to accessdata, while awealth of statistical information
makesreviewssimple and enables IT to take Dand keep - control of data

governance.
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